[image: image1.jpg]Sreenidhi Institute of Science and Tm:hnnlngy

AUTONOMOUS





Sreenidhi Institute of Science & Technology

(An Autonomous Institution)
Code No:  4R104
M. TECH. I – Year I – Semester Examinations, March/April 2015, (Regular)
PRINCIPLES OF INFORMATION SECURITY (CNIS)

Time:
3 Hours







      

     Max. Marks: 60


 Note: No additional answer sheets will be provided.

Part - A 

Max.Marks:10

Answer all QUESTIONS.

1. Define active and passive attacks.
2. Define cryptography.

3. What is the main purpose of plain text padding?

4. How to create a digest message?

5. Write applications of PGP.

6. What is spyware?

7. What is a digital signature?

8. What is confidentiality?

9. Name two protocols providing security services for e-mails.

10. Mention the different types of firewalls. 

Part – B
Max. Marks: 50

ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 10 MARKS.
1. List and briefly define categories of security mechanisms.

2. a) Explain in detail Euclidean Algorithm.
b) Explain cryptanalysis.

      3.  Explain the construction and strength of AES?

      4.  a) Write briefly about Dictionary attack.

           b) Write short notes on bio-metrics.

      5.  a) Differentiate Tunnel and transport mode in IPSec.

           b) Explain briefly S/MIME.

      6.  What are the intrusion detection techniques? Explain them briefly.

      7.  Explain the four protocols in SSL. 
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